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TAGS: ASEC ABLD 

SUBJECT: SECURITY PROTECTION AFFORDED PUBLIC ACCESS AREAS AT 
OVERSEAS POSTS 

FRANKFURT FOR RSS AND RTC 

REF: (A) STATE 271528, 211364, 210312; B(B) THE HAGUE 6319 

1 . TOTAL LACK SECURITY CONTROLS IN PUBLIC ACCESS AREAS 
CONSULATE GENERAL ROTTERDAM PROMPTS THIS URGENT REQUEST 
FOR FAVORABLE CONSIDERATION ALLOCATION COUNTER-TERRORISM 
FUNDS. AMCONGEN ROTTERDAM EXPENSES ARE FUNDED FROM S&E 
FUNDS AND NOT FBO. SAVINGS REFLECTED POST S&E FINANCIAL 
PLAN DUE TO FAVORABLE RATE OF EXCHANGE SUFFICIENT TO FUND 
COUNTER-TERRORISM REQUEST FOR AMCONGEN ROTTERDAM. REQUEST 
AUTHORIZATION TO USE THESE FUNDS TO PROCEED WITH PROGRAM 
OUTLINED BELOW. 

(A) GOVT LEASE NO. S-297, FBO NO. 13, CONGEN ROTTERDAM 

(B) PHYSICAL SECURITY BARRIERS: 

(1) INSIDE WALL AND DOOR: BULLETPROOF 

(2) CONSULAR AREA, BUILDING THIRD FLOOR. 

PURPOSE: SEPARATE EMPLOYEES FROM PUBLIC AND PROVIDE 
SCREENING CAPABILITY. BARRIER 10 METERS LONG BY 
3M HIGH, COMPOSED ALUMINUM ARMOR SANDWICHED BETWEEN 
3/4 INCH PLYWOOD; WITH 1-1/2 METER WIDE WINDOW 
RECEPTIONIST AREA CONSTRUCTED OF 13MM LEXAN FACED 
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WITH SHATTERPROOF GLASS (COUNTER, INTERCOM, PAPER 
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PASS INCLUDED); ELECTRONICALLY CONTROLLED 13 MM LEX AN 
DOOR FACED WITH SHATTERPROOF GLASS, BACKED WITH 
DEADBOLTS, PROVIDING ENTRY/EXIT INTO EMPLOYEE AREA. 

(3) ESTIMATED COST INCLUDING MATERIALS, WORKMAN- 
SHIP, 16 PERCENT LOCAL TAX: $16,500. 

(B) PHYSICAL SECURITY BARRIERS: 

(1) DOUBLE-DOOR ENTRY WAY: BOLT F.TPR OOF 

(2) CONSUL GENERAL AREA, BUILDING FOURTH FLOOR. 

PURPOSE: ANTI-TERRORISM. CONSTRUCT ELECTRONICALLY 
CONTROLLED 13MM LEXAN DOOR FACED WITH SHATTERPROOF 
GLASS AT ENTRY LEADING FROM ELEVATOR INTO OFFICE 
AREA. IN FRONT OF RECEPTIONIST ERECT WALL OF 

13MM LEXAN FACED WITH SHATTERPROOF GLASS, WITH 
ELECTRONICALLYCONTROLLED ACCESS DOOR INTO EMPLOYEE 
AREA CONSTRUCTED OF SAME MATERIALS (TOTAL AREA: 

2M30CM BY 3M). 

(3) ESTIMATED COST: MATERIALS, WORKMANSHIP, TAX: 

$5,000. 

(B) PHYSICAL SECURITY BARRIERS: 

(1) BOSWICK GATE 

(2) CONGEN STAIRWELL: 4TH-5TH FLOORS. PURPOSE: 

DETER TERRORISTS FROM SEIZING RESIDENT CONGEN 
FAMILY IF ENTRY EFFORTS FOILED AT 3RD-4TH FLOORS. 

(3) COST ESTIMATE: $900. 

(C) WINDOW PROTECTION 

(1) DRAPERIES 

(2) CONGEN 3RD AND 4TH FLOORS. PURPOSE: PROVIDE 
VISUAL SHIELD FOR EMPLOYEES ON THIRD AND FOURTH 
FLOORS FROM POSSIBLE TERRORIST ATTACK FROM NEARBY 
BUILDINGS. 

(3) COST ESTIMATE: $4,500. 

(D) LOCAL GUARD FORCE: 

(1) BUILDING THIRD FLOOR LANDING, ONE GUARD 
RECRUITED FROM ROTTERDAM GUARD SERVICE. 

(2) UNARMED, UNIFORMED; SCREEN VISITORS AND 
PACKAGES PRIOR ENTERING EMPLOYEE AREAS. ELEVATORS 
REPROGRAMMED TO CONCLUDE OPERATION AT 3RD FLOOR; 

4TH FLOOR EMPLOYEES AND VISITORS USE STAIRWELL. 

PURPOSE: PROVIDE INTERIM SECURITY CONTROL UNTIL 
BARRIERS COMPLETED. 
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(3) ESTIMATED COST, $7,280. 

2. CONTEMPLATED SECURITY BARRIERS REMOVABLE IF REQUIRED 
WHEN PROPERTY VACATED. EMBASSY FSLE WHO DESIGNED CHANCERY 
AND CONGEN AMSTERDAM BULLETPROOF RECEPTION AREAS 
AVAILABLE TO DESIGN AND SUPERVISE CONSTRUCTION ROTTERDAM 
PROJECTS. 
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3. TO FULLY UTILIZE CONTEMPLATED SECURITY CONTROLS, 

CONGEN ROTTERDAM PLANS RELOCATION ALL CONSULAR FUNCTIONS 
TO THIRD FLOOR, WHICH NECESSITATES ALSO MOVING COAST 
GUARD AND COMMERCIAL OFFICES. COST OF MOVING OFFICES, 

CHANGING PARTITIONS, ETC., ESTIMATED AT $1,000. 

4. SUBSTANCE OF TELEGRAM DISCUSSED WITH RSS KEMP, 

FRANKFURT. 

GOULD 
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